StingRay Devices
Usher in a New Fourth
Amendment Battleground

n a clear day in March 2014, just after noon, an
Ounmarked police van was parked near the 3800
block of Chatham Avenue in West Baltimore.

The officers inside the van were focused on a large
yellow house, which was cut up into several separate
apartment units. The police believed that one of the
units was the home of the man they were after: a suspect
in a murder-for-hire plot. The problem was, they did not
know which apartment was his.

Rather than obtain a warrant, or knock on each of
the doors in sequence, the officers in the van did some-
thing much more convenient. They flipped the switch of
an electronic device, roughly the size of a briefcase, and
watched the results on a computer screen.

The device, known as a cell site simulator, emitted a
radio signal that penetrated the walls of the house and
activated the suspect’s phone. The phone was essentially
tricked into thinking it was communicating with a cellu-
lar tower. The phone then sent a signal back to the cell
site simulator, revealing to police critical information:
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the phone number, the phone’s serial number, and, most
importantly on this day, the precise location of the
phone inside the building.

Now able to pinpoint their suspect, the police
entered the house, went directly to apartment number
four, and arrested the man they had been tracking. That
man now resides in a Bureau of Prisons facility.

A New Battleground

Arguably, there is no police technology that is more
commonly used — while at the same time more shroud-
ed in mystery — than the technology that is employed in
a cell site simulator. Manufactured by the Harris
Corporation under the name “StingRay,” these devices
occupy the latest battleground in the struggle between
police investigatory tactics and the Fourth Amendment.
While few courts have thoroughly explored the legal
implications of cell site simulators, it seems inevitable
that they will be the subject of extensive litigation in the
coming years.

At least 52 law enforcement agencies around the
country are using the devices, which cost roughly
$100,000 per unit, according to the ACLU, which is
closely monitoring and litigating the use of cell site sim-
ulators.! Anecdotally, their use is pervasive in metropoli-
tan areas, where police have special technology units that
use the devices in investigations ranging from stolen cell
phones to murders. In Baltimore, the extent of the use of
cell site simulators was secret until last month, when a
detective testified that Baltimore City police officers have
used the device over 4,300 times since 2007.
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The 4,300 figure is staggering com-
pared to the numbers released by other
jurisdictions: the Florida Department of
Law Enforcement said its officers have
used the device approximately 1,800
times; police in Baltimore County, Md.,
said that they have used it 622 times;
police in Tallahassee, Fla., said that they
have used it more than 250 times; and
police in Tacoma, Wash., said that they
have used it about 170 times.’

According to Jeanine Meckler, a
public defender in Baltimore who has
litigated a StingRay case, the devices
started popping up in criminal cases
around 2011. Today, she said, “they’re
using it far more than we realize.”

Cell site simulators should be trou-
bling to defense attorneys, and civil liber-
tarians, for multiple reasons. First, without
proper authorization, they likely amount
to a Fourth Amendment search of an indi-
vidual’s person, phone, and possibly home.
Second, cell site simulators do not engage
only target phones; they engage every
phone within a certain radius of the
device, whether intended or not. And
finally, the use of this technology is often
justified by confusing pen register and
trap-and-trace orders, which most judges
do not understand, and which really
should not apply to StingRays.

Making matters worse, law enforce-
ment officers — both federal and local
— are going to great lengths to keep the
use of these devices secret. Just a few
months ago in a Baltimore City Circuit
Court robbery trial, a police officer
refused to answer defense counsel’s
questions about a cell site simulator and
how it led to the recovery of a stolen
phone. The judge seemed to be furious
and threw out the evidence — the cell
phone. The exclusion of the phone was a
major factor in obtaining a hung jury for
the defendant. The exchange, at a sup-
pression hearing, went as follows:

Defense: Officer, what information
did you have?

Police Officer: Ma’am?

Prosecutor: Your Honor, this goes
to the State’s motion in limine.

The Court: No, this goes to why he
was stopped. It’s a simple question.
Why was he stopped? What was the,
it was a warrantless arrest. Why was
he stopped? That’s the question
she’s asked. He can answer the ques-
tion. Why did you stop him?

Police Officer: This kind of goes
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into Homeland Security issues, Your
Honor.

The Court: Okay, if it goes into
Homeland Security issues, then the
phone doesn’t come in. Okay. Step
down, thank you. I mean this is sim-
ple. You can’t just stop someone and
not give me a reason, State, and you
know that. ...*

While the officer quoted above indi-
cated that his secret was a matter of
national security, more commonly
police are hiding behind nondisclosure
agreements that the manufacturers
require. According to the New York
Times, a journalist in Tucson recently
obtained a copy of a nondisclosure
agreement, and it stated that the city
“shall not discuss, publish, release, or
disclose any information pertaining to
the product ... [w]ithout the prior writ-
ten consent of Harris” In April 2015,
the Baltimore Police Department’s
nondisclosure agreement was presented
for the first time in court.® The agree-
ment prohibits disclosure of the exis-
tence of the technology to the public,
judges and lawmakers, and directs the
state to dismiss cases at the request of the
FBI, in lieu of providing information
about cell site simulators.” In the agree-
ment, the FBI claims that disclosure
about the technology would render it
essentially useless for criminal and
national security investigations.® In
some instances, even the actual nondis-
closure agreements are kept secret.

Before defense attorneys can fight
cell site simulators in court, they must be
able to recognize that one was used by
law enforcement. This can be a challenge
because one thing is sure: nobody is
going to volunteer this information.
Rather, a defense attorney will have to
develop a full understanding of how law
enforcement located the defendant, and
eliminate alternative methods. Doing
this requires knowledge of how cell site
simulator technology works.

How It Works

To understand how a cell site simu-
lator works — and to be able to identify
whether law enforcement used one in a
particular case — it is necessary to have
a basic understanding of other types of
cellphone tracking, specifically cell tower
tracking and GPS tracking.

Cell tower tracking (cell site location
information) is commonly used by law
enforcement. It allows officers to subpoe-
na historical phone records from third-

party carriers (usually without a warrant)
and use those records to approximate
where a cell phone was located, as long as
the phone was turned on. All cellphones
communicate periodically with base tow-
ers by sending pulses — usually to the
closest tower emitting the strongest sig-
nal. As the phone moves, and as signal
strength varies, the phone uses different
cell towers. By plotting the locations of
these different cell towers, it is possible to
learn an approximate location of an indi-
vidual (as long as the individual was in
possession of the cellphone). The most
obvious weakness of this system is that it
is imprecise — at best it can locate within
roughly 50 yards.

Global Positioning System (GPS)
tracking is a superior type of tracking.
The system works through GPS satellites
in space and can track a device with
great precision. The problem with GPS,
from the perspective of law enforce-
ment, is that it generally requires a war-
rant, and it requires the planting of a
device on a target (such as a car).
Although most modern cellphones
come with GPS capability, police gener-
ally do not have access to this.

A cell site simulator, also known as a
StingRay, KingFish, IMSI catcher,’ trig-
gerfish, or digital analyzer,” is a technol-
ogy that can locate the source of a cellu-
lar signal without going through the
wireless carrier. The technology mimics
a carrier’s cellphone towers and meas-
ures the strength of the cellular signal
from several locations. Essentially, it
masquerades as a wireless carrier’s base
station and electronically forces all cell-
phones in the area to communicate with
it as if it were the carrier’s base station."
By using cell site simulators, police can
locate, interfere with, and intercept com-
munications from cellphones and other
wireless devices.”

The Department of Justice
Electronic Surveillance Manual describes
the capabilities of cell site simulators:

The equipment includes an
antenna, an electronic device
that processes the signals trans-
mitted on cellphone frequen-
cies, and a laptop computer
that analyzes the signals and
allows the agent to configure
the collection of information.
Working together, these devices
allow the agent to identify the
direction (on a 360-degree dis-
play) and signal strength of a
particular cellphone while the
user is making a call. By shift-
ing the location of the device,
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the operator can determine the
phone’s location more precisely
using triangulation.”

The Manual also explains the vari-
ous benefits to law enforcement agencies
of using cell site simulators:

If the cellular telephone is used to
make or receive a call, the screen
of the digital analyzer/cell
site simulator/triggerfish would
include the cellular telephone
number (MIN), the call’s incom-
ing or outgoing status, the tele-
phone number dialed, the cellu-
lar telephone’s ESN, the date,
time, and duration of the call,
and the cell site number/sector
(location of the cellular tele-
phone when the call was con-
nected). ... [Cell site simulators]
and similar devices may be capa-
ble of intercepting the contents
of communications[.]"

Police can also use cell site simulators
to determine a phone’s location if they
know the target cellphone’s IMSI. The
IMSI is programmed into the cell site sim-
ulator, which then sorts through the sig-
naling data (including location) of cell-
phones in the area until it finds a match.

Cell site simulators vary from carri-
er requests in at least two important
ways. First, cell site simulators can typi-
cally be used without carrier assistance.
With carrier-assisted surveillance, the
carrier necessarily has knowledge that
the surveillance is taking place and has
copies of the records it discloses at the
request of law enforcement pursuant to
a traditional pen register/trap and trace
order. By bypassing the carrier and using
a cell site simulator, only the operator of
the device (i.e., law enforcement) has
knowledge that an interception ever
took place and has access to the inter-
cepted information. To the extent that
carriers may be able to act as a proxy for
their customers’ privacy interests and
push back against some law enforcement
requests, no such advocates exist when a
cell site simulator is used.

Second, cell site simulators produce
extremely precise location information,
in some cases within an accuracy of
approximately six feet.” In one federal
case, the government conceded that the
cell site simulator located the defen-
dant’s wireless device precisely within a
specific apartment in an apartment
complex.'® In Florida, Tallahassee police
testified that by “using portable equip-
ment” and going to “every door and win-
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dow” in a large apartment complex, they
were able to identify the “particular area
of the apartment that the handset was
emanating from.”"”

Cell site simulators can perform
many different functions; some are
capable of capturing the content of com-
munications, such as voice calls and text
messages, although law enforcement
officials maintain that they disable these
functions.” As discussed above, the full
scope of capabilities is unknown because
manufacturers have vigilantly guarded
their products’ specifications through
nondisclosure agreements.

Fourth Amendment
Concerns

Although no court has specifically
reached this question, it is likely that the
use of a cell site simulator constitutes a
Fourth Amendment search. This is root-
ed in some old Supreme Court law —
United States v. Karo® — and some new
Supreme Court law — Kyllo v. United
States,” United States v. Jones,” and Riley
v. California.> Depending on how the
device is used, it could amount to a
search of a person, a person’s cellular
phone, or a person’s home.

a. The Search of a Home

The Supreme Court addressed elec-
tronic monitoring inside a home in Karo
and found that it was unconstitutional
without a warrant.” Government agents
had installed a beeper in a container of
ether that was delivered to the defen-
dant. They then used the beeper monitor
to determine that the ether was in the
defendant’s residence, and they used this
information to obtain a warrant to
search the residence.”* The Court
explained that, while the agents’ moni-
toring of the beeper was less intrusive
than a full-scale search of the home, it
did “reveal a critical fact about the
interior of the premises that the
government is extremely interested in
knowing and that it could not have
obtained without a warrant[:]” that the
ether was actually located in the defen-
dant’s house.”

Further, in deciding that the
government was required to obtain a
warrant to monitor the beeper, the
Court rejected several arguments by
the government:

[We] reject the government’s
contention that it would be able
to monitor beepers in private
residences without a warrant if
there is the requisite justifica-

tion in the facts for believing
that a crime ... will be commit-
ted[.] ... If agents are required
to obtain warrants prior to
monitoring a beeper when it has
been withdrawn from public
view, the government argues, for
all practical purposes they will
be forced to obtain warrants in
every case in which they seek to
use a beeper, because they have
no way of knowing in advance
whether the beeper will be
transmitting its signals from
inside private premises. The
argument that a warrant
requirement would oblige the
government to obtain warrants
in a large number of cases is
hardly a compelling argument
against the requirement.”

Nearly two decades later, in Kyllo, the
Court held that law enforcement could
not technologically invade the home
from afar by use of a thermal imaging
device without a warrant.” There, law
enforcement suspected the defendant of
growing marijuana plants inside of his
home. Agents sat outside of the residence
in their vehicle and used a thermal imag-
ing device to scan the interior of the
home, which took only a few minutes.
The reading from the device showed that
high levels of heat were emanating from a
certain area of the home. Agents obtained
a warrant to search the home based, in
part, on this information.”

The Court held that, when the gov-
ernment “uses a device that is not in gen-
eral public use” to permeate the walls of
the home and find out details that previ-
ously would not have been known with-
out physical intrusion, the surveillance is
a Fourth Amendment search and
requires a warrant.” It reasoned that the
Fourth Amendment draws a line at the
entrance of the house, and the line “must
be not only firm but also bright —
which requires clear specification of
those methods of surveillance that
require a warrant.”*

Accordingly, if the searches in Karo
and Kyllo were in violation of the Fourth
Amendment, so too would be the use of
a cell site simulator to track a cellphone
inside a person’s home. Thus, the loca-
tion of the target phone will be critical to
any challenge of a search utilizing
StingRay technology.

b. The Search of a Phone

It is also likely that the use of the
StingRay constitutes a search of the tar-
get’s phone (not to mention every other
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phone that happens to be collaterally
captured). This notion is supported by
Jones and Riley.

First, in Jones, the Court held that
the government’s attachment of a GPS
tracking device to the defendant’s vehi-
cle, and its use of that device to monitor
the vehicle’s movements, constituted a
Fourth Amendment search requiring a
warrant.” The Court addressed the issue
under the theory of a governmental tres-
pass (a “physical intrusion”) onto the
defendant’s effect (the vehicle).”?
Although use of a cell site simulator is an
electronic, rather than a physical, intru-
sion, the Supreme Court made no refer-
ences in Jones that would differentiate
between the two types of searches.
Because Jones did not require an analysis
regarding electronic intrusion, the Court
purposely dodged that question, but left
a strong hint that may be relevant to a
cell site simulator search: “[i]t may be
that achieving the same result through
electronic means, without an accompa-
nying trespass, is an unconstitutional
invasion of privacyl[.]”*

In a StingRay scenario, the police
search the phone when they send signals
to it and force it to respond. This is by
nature an intrusive act — the simulator
makes the phone do something that it
would not otherwise do. This switch
from inactive monitoring (i.e., obtaining
records) to active monitoring (i.e., using
the cell site simulator) is akin to the
switch from traditional visual surveil-
lance to GPS tracking in Jones; it causes
the search to require a warrant.

Also of significance, the owner of
the phone has no idea what is happen-
ing. The search is clandestine. This dif-
fers from using cell tower records
because, with cell tower records, one can
plausibly assume that the phone user is
on notice that he is sending a signal to
the third-party carrier, to whom he pays
a monthly fee.

The Supreme Court’s holding in
Riley also supports the notion that the
use of a StingRay amounts to a Fourth
Amendment search of a phone. In Riley,
the Supreme Court unanimously enun-
ciated that a phone is more similar to a
house, as in Karo, than a car, as in Jones,
and held that a search of a phone
requires a warrant. * It explained,
“[i]ndeed, a cellphone search would typ-
ically expose to the government far more
than the most exhaustive search of a
house: A phone not only contains in dig-
ital form many sensitive records previ-
ously found in the home; it also contains
a broad array of private information
never found in a home in any form —
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unless the phone is.
Applying this principle to the use
of a cell site simulator, it would seem
that the invasive interaction with the
phone is akin to a police officer scroll-
ing through a phone’s records. With a
StingRay, the search may be more
remote, and it may be generally less
intrusive, but it is still a search.

phones most of the time, with 12 percent
admitting that they even use their phones
in the shower””

Thus, assuming that most people
keep their cellphones on their bodies, it is
by no means illogical to analogize track-
ing a phone to tracking the movement of
a person. By using devices like cell site
simulators, the government is able to tell

Law enforcement officers are
going to great lengths to keep the
use of StingRay devices a secret.

c. The Search of a Person

Finally, the government’s use of the
cell site simulator may constitute the
search of a person.

The Supreme Court’s analysis in Riley
strongly supports this view. For example,
the Court stated that “modern cell phones
... are now such a pervasive and insistent
part of daily life that the proverbial visitor
from Mars might conclude they were an
important feature of the human anato-
my”* The Court cited a study that found
that “nearly three-quarters of smartphone
users report being within five feet of their

where the person is with great precision.
In some ways, it is akin to secretly plant-
ing a GPS device on someone and track-
ing their movement (as in Jones).

This becomes even more problem-
atic if, for example, people were having a
meeting in a house. By using a StingRay,
the government could tell who is at the
meeting (by reading the phones’ IMSI
signals), what is being discussed (by
reading the content of messages), and
even who left to use the restroom (by
tracking a phone’s movement). The
potential for intrusion of this type is
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unbounded — and all the more reason it
is a Fourth Amendment search for which
a warrant should be required.

Warrants

One of the most troubling facts sur-
rounding the use of StingRay devices is the
manner in which law enforcement is seek-
ing authorization from judges. It seems to
be a general practice that they are using
modified pen register or trap-and-trace
orders as quasi warrants to circumvent
Fourth Amendment concerns. In most
instances this is disingenuous, as these
statutory orders were not intended to jus-
tify privacy intrusions on this scale.
Making matters worse, in some instances
law enforcement is burying confusing cell
site simulator jargon — which no judge
could possibly understand — into the text
of the orders to modify the document.

The following is an example of the
language that was buried within a stan-
dard pen register/trap-and-trace order
that was recently signed by the same
Baltimore City judge mentioned earlier
who excluded a stolen cellphone from
trial. Note that, when subsequently liti-
gating this order in federal court, the
government argued that this language
was a fair and accurate description that
it was seeking authorization to use a cell
site simulator:

ORDERED, that the Agencies
shall complete the necessary
installation of the Pen Register /

and / or any other Telecommu-
nication service provider pro-
viding services for the above list-
ed telephone number, facilities,
technical information and
equipment, if required. The
Agencies are authorized to
employ surreptitious or duplica-
tion of facilities, technical
devices or equipment to accom-
plish the installation and use of a
Pen Register / Trap & Trace and
Cellular Tracking Device, unob-
trusively and with a minimum
of interference to the service of
subscriber(s) of the aforesaid
telephone, and shall initiate a
signal to determine the location
of the subject’s mobile device on
the service provider’s network or
with such other reference points
as may be reasonably available,
Global Positioning System Trac-
ing and Tracking, Mobile Loca-
tor tools, R.T.T. (Real Time
Tracking Tool), Precision Loca-
tions and any and all locations,
and such provider shall initiate a
signal to determine the location
of the subject’s mobile device on
the service provider’s network or
with such other reference points
as may be reasonably available
and at such intervals and times
as directed by the law enforce-
ment agent / agencies serving

the Order.*®

Trap & Trace and Cellular Track-
ing Device, utilizing AT&T;
Sprint / Nextel; Virgin Mobile /
T-Mobile; Cellco Partnership,
DBA Verizon Wireless, Verizon;
Cricket Communications, Inc.;

It is easy to imagine that a judge
would easily gloss over this paragraph
and be confused. The language does not
mention “cell site simulator” or StingRay
or anything with which the judge might
be familiar. The language refers to “ser-
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vice providers,” which makes it seem as if
this is a standard cell tower authoriza-
tion. There is conveniently no mention
that all cellphones within a certain area
are subject to be tracked, or that the tar-
get phones can be tracked inside a home.
What is arguably most confusing is that
the order and application are both cap-
tioned as pen register/trap and trace
documents under the state law that
authorizes such investigate techniques.

In Tacoma, Wash., when judges
were queried by the local newspaper
about whether they understood that
approximately 200 orders they had
signed were being used to authorize cell
site simulators, they responded that they
had never even heard of the devices. In
response, the judges started requiring
new disclosures by police seeking such
authorization.”

In an apparent attempt to fortify
these pen register/trap-and-trace orders,
police are sometimes adding brief state-
ments of probable case. This appears to
be done so that the government can later
argue that the order is, essentially, a war-
rant, thereby giving it broader effect
than a pen register order. But this too is
misleading. Because a pen register or
trap-and-trace application does not
require a showing of probable cause, it is
unlikely that a judge considering the
application would scrutinize the asser-
tion of probable cause.”

Attacking the Order

Because it is likely a court would
consider the use of a cell site simulator
to be a Fourth Amendment search, the
key to challenging this device is defeat-
ing the pen register order — which the
government will argue is effectively a
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warrant. The following are a few argu-
ments for doing so:

a. Challenge the ‘Warrant’ as
Misleading to the Court

Defense counsel should first argue
that the application (or affidavit) for the
order was intentionally misleading, there-
by meriting a hearing pursuant to Franks v.
Delaware." Under Franks, the defendant
“must make a substantial preliminary
showing that a false statement knowingly
and intentionally, or with reckless disre-
gard for the truth, was included by the affi-
ant in the warrant affidavit”” The defen-
dant must also show that the offending
information was material to the issuance
of the warrant (or order).”

The false statement is the omission of
language that would actually allow the
judge to understand what was going on.
Rather than openly tell the judge they are
seeking authorization for the use of a
“StingRay” or “cell site simulator” — one
will probably not see these words in the
application or order — the government
has most likely cloaked its true intention
with technical jargon. The description may
omit critical facts about the technology,
such as the fact that it will capture tele-
phone information from innocent third-
party phone users. The description may
omit the fact that the tracking is focused
on a home — where privacy concerns are
greater. Without divulging this informa-
tion, it would likely be impossible for the
judge to understand what the affiant really
wanted to do.

How does one prove that this misrep-
resentation was intentional? Simple. The
police and/or prosecutor will openly
admit it. It is precisely their goal to conceal
this information — based on their con-
cerns about nondisclosure agreements
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with the manufacturers, or national secu-
rity, or both. The last thing they want is to
put the true nature of the device in a doc-
ument that they know will someday have
to be turned over to a defense attorney.
Even the most obstreperous police wit-
ness, when questioned under oath, would
be hard pressed to deny that there was an
intent to conceal certain information
about the cell site simulator.

b. Fighting the Good
Faith Exception

The argument under Franks dove-
tails with the argument defense counsel
can use to overcome the good faith excep-
tion, which will likely be the govern-
ment’s first line of defense.” Two excep-
tions to the good faith doctrine may be
present in the case of a cell site simulator:
(1) when the affiant knowingly or reck-
lessly misled the magistrate with false
information or material omissions and
(2) when the warrant is facially deficient
in its description of the place to be
searched or the things to be seized.”

First, it is likely that the very same
team of officers who created the applica-
tion and the order also used the cell site
simulator. As such, they would have
known that the order was based on a
facially insufficient application — in
which the true nature of the device was
concealed from the magistrate.

Second, if the government is argu-
ing that the pen register order is actually
a warrant (because it includes a state-
ment of probable cause), it is likely that
the order authorized an overly broad
search. The order may be overly broad if
it did not impose geographical limita-
tions on where the officers could use the
cell site simulator. The order may also be
overly broad because it implicitly

authorizes the search not only of the tar-
get phone, but of all other phones in the
surrounding area.

Finally, defense counsel should
emphasize that the order is invalid as a
warrant because it relies on a statute that
authorizes only pen register or trap and
trace devices. This argument is bolstered
by the fact that, under federal law, a pen
register may not be used to collect “any
information that may disclose the physi-
cal location of the subscriber (except to
the extent that the location may be
determined from the telephone num-
ber).”* In contrast, cell site simulators
collect information that discloses the
physical location of the telephone and its
user — and that is precisely the reason
law enforcement is using them.

¢. Technical Grounds

It is also possible for defense coun-
sel to challenge the order on technical
grounds that would make it facially
invalid. State and federal statutes author-
izing warrants to search a person, prop-
erty or electronically stored information
require execution within 14 days; track-
ing device warrants must be executed
within 45 days.” These requirements are
important because, when the time peri-
od expires, the government must submit
a new application with a new statement
of probable cause.

Under the federal pen register
statute, 18 U.S.C. § 3123, an order for
a pen register lasts up to 60 days. This
makes some sense because a pen regis-
ter is less invasive than a warrant or a
tracking device authorization. If law
enforcement is arguing, however, that
the pen register (including a statement
of probable cause) is effectively a war-
rant, it would follow that the authori-
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zation should only last for 14 days. The
government should not be able to cir-
cumvent this temporal requirement by
proceeding under the pen register
statute. If a warrant with a 60-day term
is facially invalid, the same can be said
about a pen register order that is being
used as a warrant.

d. Distinguish
United States v. Rigmaiden

The government may try to rely
upon United States v. Rigmaiden,* one
of the few published opinions on this
issue, to prop up its so-called warrant.
But this case can be distinguished. In
Rigmaiden, a federal court upheld the
use of a cell site simulator when it was
supported by a tracking warrant. The
application for that warrant, however,
was far more explicit than the pen reg-
ister applications that are typically
being used today. The Rigmaiden court
reasonably could have understood
what it was authorizing from the rela-
tively detailed language of the applica-
tion. The Rigmaiden order was further
bolstered by the inclusion of limiting
provisions.

Because the court had been
informed that the use of the cell site sim-
ulator would likely intrude upon private
areas, it “specifically required the gov-
ernment to ‘expunge all of the data’ at
the conclusion of the tracking mission.”*
It also limited the duration of the track-
ing period to 30 days, and it “ordered
that monitoring of transmissions related
to the [target] aircard were ‘limited to
transmissions needed to ascertain the
physical location of the aircard.””* These
specifics are simply not present in pen
register applications.

One federal court, the Southern
District of Texas, has already distin-
guished Rigmaiden and held that a pen
register order does not apply to the use
of a StingRay device.”! This is obviously
an evolving area of law, and practitioners
litigating this issue must continually
look for new opinions.

e. Distinguish
United States v. Karo

The government may also rely on a
passage from Karo to argue that an order
satisfies a warrant’s particularity
requirement — even if it does not speci-
ty that the phone will be tracked inside
of a home, or elsewhere. Karo, consider-
ing a beeper installed in a container of
ether, states that “it will still be possible
to describe the object into which the
beeper is to be placed, the circumstances
that led agents to wish to install the

WWW.NACDL.ORG

beeper, and the length of time for which
beeper surveillance is required. In our
view, this information will suffice to per-
mit issuance of a warrant authorizing
beeper installation and surveillance.”*
This could be interpreted to imply that
an application for authorization to track
a phone need not contain any specific
geographical information about where
the tracking will take place.

This dicta from Karo, however,
should not apply to cell site simula-
tors. Karo involved a beeper, which was
attached to and monitored one specific
item identified in the warrant. A cell
site simulator, on the other hand, is
not attached to anything and monitors
infinite items (i.e., all of the phones in
the vicinity). The beeper in Karo was a
single physical device that was
installed and tracked by police over a
radio frequency particular to that
device. In contrast, cell site simulators
interact with and gather information
from all bystanders’ phones within a
certain radius of the cell site simulator.
The cell site simulator, unlike the
beeper, is not placed “into” an object.
Rather, it interferes with objects.

Finally, the object in Karo was a can
of ether, which was, in the circumstances
of the case, contraband. Thus, anyone
who possessed the ether was arguably
engaging in criminal conduct. The
objects here are all of the phones within
a certain radius of the cell site simulator.
These phones are not contraband. As the
Supreme Court explained in Riley,” cell-
phones are the opposite of contraband
— they are an essential tool of modern
society. And, unlike the can of ether in
Karo, cellphones carry a “cache of sensi-
tive personal information,”* from which
one may “reconstruct an individual’s
private life[.]”®

Conclusion

If a defense attorney can identify
that a StingRay was used, it is likely
that a good result will follow. The
more the attorney can discover and lit-
igate, the more the government will be
forced into an uncomfortable position.
If a motions hearing is set, for exam-
ple, and subpoenas are served on indi-
viduals with knowledge of the
StingRay device, it is likely that the
prosecutor will be spending late nights
with his superiors trying to figure out
what to do.

One possibility is that the government
will decide it would rather lose its case than
risk a disclosure about its StingRay device.
Whatever the prosecutor’s concern may be

— national security, secrecy, or a nondis-
closure clause — that concern will likely
overshadow the importance of a single
criminal case. Thus, the prosecutor may
proceed without a particular piece of evi-
dence, even if that piece of evidence could
cost him the case.*

Another possibility is that the
recognition of a StingRay issue will be
enough to generate a beneficial plea deal.
In a Florida armed robbery prosecution,
a judge ordered the state to show the cell
site simulator to the defense. Rather than
do this, the state obtained a guilty plea
by reducing the charges from armed
robbery to petty theft.”

Similarly, in the case described at
the beginning of this article, related to
the search of a residence in West
Baltimore, the parties settled on the
morning the case was set for a suppres-
sion hearing. As the parties inched clos-
er to the hearing, the plea offer
improved. Finally, it was too good to
refuse, and the defendant decided that a
short prison sentence was better than
the uncertainty of trial.
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